ITpunoxxenue

Crnernudukanms
000pYI0BaHUS MEKCETEBOTO IKPAHUPOBAHUS

1.  OOopynoBaHHE MEXCETEBOTO SKPAaHMPOBAHMS JOJIKHO BKIIIOYATh
B ceOsi:

1.1 6 anmapaTHBIX CHICIMATU3UPOBAHHBIX YCTPOUCTB,;

1.2 ycrpoiicTBa AOMKHBI 00ECIIEUNBATH TOCTPOCHUE OTKA30YCTONYNBBIX
KiacTepoB (2 kiactepa active/active, active/passive mo 2 ycTpoiicTBa B KaxKI0M);

1.3 raGaputhl yCTpOWCTBA: 3aHMMAeMOE MECTO B cToike He Oomnee 1U,
mupuHa He MeHee 438 cm, nnuHa He meHee 580 cM, BeicoTa He MeHee 44cwM;

1.4 unrepdeiic o6opynoBanus (yCTPONUCTB) JOJDKEH COACPIKATH:

1.4.1 ne menee 4 10G Ethernet SFP ¢ ucrionb30BaHueM Ij1aT paciiupeHus;

1.4.2 ne menee 8 moprtoB Gigabit Ethernet RJ45 nns moaxirodeHwHs
3aIMIIAEMBIX YCTPOUCTB (CEeTER);

1.4.3 JlonoJHUTENbHBIE CJIOTHI IS YCTAHOBKU KapThl PACHIUPEHUS C
noanepxkoi 4 x 10 GE SFP+ ontuueckux HHTEpPENCOB WM KapT paclIupeHUs
¢ moaaepkkoit 8x10/100/1000Base-T;

1.4.4 HeoOXoIMMO HaNM4YMe BBIACIEHHOTO uUHTepdelica yrnpaBleHUs
(management);

1.5 HeoOXoIuM MONOJHUTENbHBIA OJOK MUTAaHUS C BO3MOXKHOCTBIO
ropsiueu 3aMeHBbl,

1.6 mpou3BOAUTENHEHOCTH 000PYIOBaHMS (YCTPOMCTB) IOKHA UMETh!

1.6.1 IlponyckHast cnoco6HOocTh B pexume MCD ¢ yuerom statefull
inspection, Identity firewall Ha npodune Tpapuka Emix He menee 25 I'out/cek;

1.6.2 MakcumainbHas nporryckHas cnocooHocts (Throughput) Ha Tpaduke
UDP ¢ pazmepom naketroB 1500 OaitT e meHee 25 ['Out/cek;

1.6.3 MakcuManbHOE KOJMYECTBO YCTAaHABIMBAEMBIX HOBBIX CECCHI B
cekynay TCP CPS ne menee 100 000;

1.6.4 Tlponycknast cmnocoOnocte Threat Prevention (Firewall, IPS,
Antivirus) (a1 cMemranHoro Tpaduka) He meHee 1 1'0/c;

1.6.5 MakcuManbHOE KOJIMYECTBO YCTAHOBIEHHBIX CECCUH JIJISl TPOTOKOJIA
TCP ne menee 16 000 000;

1.7 monnepxky pexxuma padotel Router (NAT)/Transparent;

1.8 moaaepxky MpOTOKOJOB auHamudeckod mapipytuzanuu (OSPF,
BGP);

1.9 BcTpoeHHyl0 cuCTeMy  OOHapyXeHUss H  IpeaoTBpalleHUs
Bropskenuii (IPS\IDS);

1.10 BCcTpoOEHHYIO CHCTEMY aHTUBHUPYCHOTO CKaHUPOBaHUS Tpaduka,
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1.11 BcTpoeHHoe JOKajgbHOe Xpauuiuine g JjoroB (HDD/ SSD)
peann3oBaHHOE uepe3 TexHosiorno RAID-maccuBa;

1.12 mopnmepskky oTmpaBKu JIOTOB Ha Syslog cepaep;

2. TpebGoBanmss Kk mapamMeTpaM ©M  YpPOBHIO  TEXHHYECKOH
TIOJIJICPKKH (JTUIICH3MH) JIJIsT MEKCETEBBIX 9KPAHOB BKJIFOYAIOT B CEOS:

2.1 npumeHsiemMble CpEACTBa 3alIUThl HH(POPMALMU JIOJDKHBI OBITh
oOecriedeHbl TapaHTUMHOM ¥ TEXHUYECKOW TOJJIEPKKOM CO CTOPOHBI
U3rOTOBUTENECH (pa3pabOTUMKOB) H3THUX CPEJCTB, a TakXKe IMOCTaBIIUK
000OpYyI0OBaHUS JTOJDKEH OOECIEYUTh JBa BapUAHTA TEXHUYECKOW MOAJIECPHKKHU:
HAmpsIMyl0 C CEpPBEPOB MPOU3BOJAUTENS JMOO JIOKATBHYI0 TEXHUYECKYIO
MOAACPIKKY;

2.2 JWUEH3WOHHBIN KIIOY [JIi aKTHUBAIlMM OINEPAlMOHHON CHCTEMBI
MEKCETEBOIO0 HKpaHa U TMOJIYyUYEeHHUS] OOHOBJICHUN JOJDKEH aKTUBUPOBATHCS
HEMOCPEICTBEHHO HAa 000PYI0OBaHMUS,;

2.3 JomKHA UCKIIOYAThCS BO3MOXKHOCTH OJIOKMPOBKH OO0OpPYIOBaHUS
(JIMLIEH3UW) MpU MNOJKIIOYEHHH K O(QUIHMAIbHOMY CalTy MO0 K cepBepam
MIPOU3BOIUTES,;

2.4 oOHOBIEHHE MPOTPaMMHOIO oOecreueHrus oOopyaoBaHus U 0a3
JAHHBIX CUTHATYp [JOJDKHO TIPOMCXOJUTh B aBTOMAaTHUUYECKOM PEKUME
Y HETIOCPEJICTBEHHO C CalTa MPOU3BOIUTEIS;

2.5 CpOK JeWCTBHS TMOMNMUCKH (JUIEH3WHM) Ha YKa3aHHBIA B IyHKTax
1.10-1.11 dynxumronan — He MeHee | roja co AHS aKTUBAIIMU TOAUCKHY;

2.6 B coCTaB TOAINWCKH JIODKHA BXOJAWTh (YHKIHMS KOHBEPTAIIUH
KOH(UTYparimoHHOTO (paiina co craporo o0Opya0BaHuUs;

2.7 TexHu4ecKas noAAep>KKa OT MPOU3BOIUTENS JOJKHA COCTABIIATE 1 rof
CO JIHSI aKTHUBALIMK MOAMUCKH.

2.8 HcnonmHurtenb JOMKEH WMETh TECTOBBIM CTEHJI C aHaJOTUYHBIM
WM CXOKUM HAaOOpOM 00OpyaoBaHUs 3aKazuuKa IJisl TPOBEPKH HOBBIX BEPCHIA
[I0 wm mnpennaraemMplx W3MEHEHHM KOH(PUTYpalud Ha CTEHAE Tepen
WX IPUMEHEHHUEM y 3aKa34yHKa,

npeacTtaBuTenb VIcmonHUTeNs, OKa3bIBAIOIIMNA YCIyTH 3aKa3uKKy, 00s3aH
UMEeTh O0O0Ilee MpeICTaBIeHne 000 BCEX BOMPOCAX, HWMEIONINX OTHOIICHUE
K MPEIOCTABJICHUIO YCIYT M OTBEYATh 3a KaU€CTBO X OKa3aHUS;

oOcmy’)KMBaHWE 3asBOK Ha TEXHUYECKYIO MOJECPXKKY B paboune IHU
¢ 9.00 mo 18.00;

KOHCYJIbTAIlMOHHAs ToAepkka (1o TenedoHy u/wim dyepe3 Web-mopTai
TEXHUYCCKON MOAMCPKKH, W/ WA TI0 JIEKTPOHHOHN TMOYTE, W/WIH MECCEHIKED)
B pabouwue aau ¢ 9.00 10 18.00.

[Ipoueypa oOcmyXKuBaHUS 3asIBOK:

OTKpbITHE 3asBOK OCYIIECTBISIETCS 3aKa3unKoOM B pexume 24x7
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(mo TtenedpoHy w/miam depe3 Web-mopras TEXHUYECKOH IMOIJIEPIKKH,
W/WJTY TI0 SJIEKTPOHHOM MOYTe, U/UIN MECCEHIIKED).

Bpemsi okazaHus yCIyr CUHMTAeTCs CO BPEMEHHM PETHCTPAIMH 3asBKU
710 €€ TIOJTHOTO 3aKPBITHSL.

Oxka3zaHue yCIyr OCYIIECTBISETCS B COOTBETCTBHHM C IapaMEeTpaMH,

yKa3aHHbIMU B Ta0uie Nel.
Taomuma Ne 1

[TeprognunocTh
Bpewms [IponomKUTENBHOCTD
[Ipuopurer UH(GOPMUPOBAHUS 3aKa3UHKa
peakuumn pelieHus npooIeMbl
0 X0JI€ pelIeHus NpoodIeMbl
[Ipuopurer 1.
PHOP <30 muH He OoJiee 6 yacoB™ 1 pa3 B gac
Kputnuno
[Ipuopurer 2.
<1 gaca He Oosee 12 yacoB 1 pa3 B 3 yaca
CpouHO
[Tpuoputer 3. |[< 4 pabouux |He Oojee 3 paboyux |MO 3anpocy 3aka3unka
HekputrnyHo |4acoB JTHEU 1 110 $aKTy perieHus: mpoOaeMbl
[Ipuopurer 4. | Cnenyromuii
. HE YUUTHIBAETCS 10 3arpocy 3akazuuka
Koncynpranus | pabounii 1eHb

*BpeMs KOppeKkTHpyeTcsl 1O UWTOraM BbIOOpAa HCHOJNHUTENSI YCIYTH, COTJIACHO
MPEIJIOKEHUSIM YIaCTHUKOB.

OreHKa MpUOPUTETA OCYIIECTBIIIETCS COTIacHO Tabmie Ne 2.

Tabmauna Ne 2

[Ipnopurer Ornuncanue

Kputnuno COoif HEemocpeICTBEHHO BIMSET Ha pPabOTy KOMIIAHMM U HECET
HSKOHOMMUYECKHE MTOTEPH JUIsI KOMITAHUH

Cpouno COoii HEMOCPEACTBEHHO BIUSET HA pabOTy KOMIIAHUM W/WIIA MOMKET

IPUBECTH K SKOHOMUYECKUM U PEIYTAMOHHBIM PUCKaM.
Hekputnuno/Konc | Cooit, KOTOpbIM BiIMsSEeT Ha pabOTy KOMIIAHWM, HO HE BIUSET Ha
yJIbTalus HPKOHOMMYECKHE UJIU PENYTALMOHHBIE PUCKH.

B cnyuae aBapuitHOU cuTyamuu co cratycoMm «Kputnuno» McnonHutensb
JIOJKEH UMETh BO3MOXKHOCTh B HEpabouee BpeMsi 0Ka3aTh YCIYTH 3aKa3uHuKy M0
TenedoHy, Ha PyCCKOM S3BIKE M/WIIM Ha MECTE YCTAaHOBKH 00OPYI0BaHHMS.

I[To 3ampocy Hcnosnutens, 3aka3uMk  MOXKET  NIPEJOCTABUTH
JOTIOTHATEIFHYI0 ~ TUAarHOCTHYECKYI0 HH(pOpMamuio s JIOKaJIH3allud
HEUCTIPABHOCTH WM TPUYUH HEKOPPEKTHOM paldoThl  00O0pyaoBaHMs/
MIPOTPaMMHOTO 0OECIIeUeHUs.

[To pesynpTaTam 00pabOTKM modydyeHHOW HHGopmaruu lcnomHuTens
[0 SJIEKTPOHHOM IMOYTE HaNpaBisIeT 3aKa3yMKy TEXHUYECKOE 3aKIIF0YEHUE
O XapakTepe HEUCIPaBHOCTH.

IIpy HeucnpaBHOCTH, BBI3BAaHHOMW OIIMOKOM B paboTe MPOrpaMMHOIO
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oOecrieueHus obopyaoBaHus, Mcnonuurens o0si3aH MPEAOCTaBUTh 3aKa3UUKY
HOBYIO Bepcuro IIO (mo mMepe BhIMyCKa MPOWU3BOAUTENEM), YCTPAHSIOUIYIO
omMOKy B paboTe M MPEUIOKUTh 3aKa3UWKy PEKOMEHJALUU M0 BPEMEHHOMY
PEIISHUIO TTPOOIIEMBI.

[Ipu ©He npenocrtaBieHun Mcnomnurenem 3aka3zunky HHGOpPMALUU
0 XOJ€ pelIeHUs NpoOIeMbl B TEUEHUE NMEPUOA, YKa3aHHOTO B Tabiuue Ne 1,
3asiBKA CUUTAETCS HE BBHIOJTHEHHOM.

3. 'apanTus Ha 000py0BaHKE JOJKHA COCTABIISITH HE MEHee 3 JIET CO JHS
MOCTaBKH 000PYI0BAHUS C BOZMOYKHOCTBIO TIPOJIJICHUS JI0 S JIET MO UCTEUCHUIO
rapaHTUMHOIO CPOKA.

3.1 Bele3a crenuaiucToB MOCTaBIIMKAa Ha OOBEKT 3aKa3uHhKa, OCMOTP,
JTUArHOCTUKA HEMOJAJOK/HeUCTIpaBHOCTEW U(WJIM) PEMOHT, a B Ciy4ae
HEBO3MOKHOCTU WJIM 3KOHOMHUYECKON HEIeeco00pa3HOCTH PEMOHTA 3aMeHa
Ha aHAJIOTMYHOE OOOpYIOBaHMs, NPU HACTYIUIEHUM TapaHTUUHOIO Ciydas
JOJDKHBI TPOBOJIUTBCS 332 CUET IOCTABIIMKA, B TEUYEHHM BCETrO NEpUOAA,
YKa3aHHOTO B ITyHKTE 3.

3.2 OOopyloBaHHE [OJKHO MMETh pPAa3pelieHUs W/WIM CepTUPUKATHI
COOTBETCTBUSI  TexHWU4YeckoMy  periameHTy  PecnyOmuku — benapych
«Uuapopmanmonnsie  TexHosoruu.  CpencrBa  3allUThl  MUH(POPMALIMH.
Nudopmanmonnas 6e3onacHocts» (TP 2013/027/BY mo CTb 34.101.75-2017
no nyHkram 7.2, 7.4, 7.6, 7.8, CTb 34.101.14-2017, CTb 34.101.73-2017 no
nyHktam 7.2, 7.3, 7.4, 7.5, 7.6, CTh 34.101.8-2006 o myHnkTtam 6.5, 6.6, 6.8.),
HEO0OXOAMMBIE JIJIsi TPUMEHEHUS B ”H)OPMAIMOHHBIX CHCTEMAX.

3amecTUTeNb HayaJdbHUKA YTpaBICHUS
3alUThl MH(GOPMAaLUKU B KOPHOPaTUBHOU
MH(OPMAIMOHHOW CUCTEME
C.B.Beprunckuit



