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TexHuyeckue TpeOOBaHUSI K 000PYJOBAHUIO MEKCETEBOIO
AKPAHUPOBAHUS

OO0opyIOBaHUE MEXKCETEBOIO0 3KPaHUPOBAHUS ISl MIPOTrPaMMHO-TEXHHUUYECKOM
unppactpyktypel OAO «bMPL» nomxHO BKIOYAaTh B ceOst 4 ammapaTHBIX,
CIEIMaTU3UPOBAHHBIX YCTPOWCTBA B MCHOJHEHHH rack mount 19” koropsie,
JOJDKHBI ~ oOecreunBaTh  MOCTPOCHHE  OTKA30yCTOMYMBBIX  KIJIACTEPOB
(active/active, active/passive).

1. O6opynoBanue (yCTpOHCTBA) JOJIKHO UMETH:

1.1. ne menee 4 mnoproB 10G Ethernet SFP+ ¢ ycTaHOBIE€HHBIMU
moxaynsimu SFP+ 10G SR;

1.2. we menee 8 moproB Gigabit Ethernet RJ45 nns moakmrodeHus
3alIUIIAEMbIX YCTPOUCTB (CeTel);

1.3. Hanmuue BbIACICHHOTO HHTEp(deiica yrmpaBiaeHus (management) uiu
KOHCOJILHOTO TIOPTa;

1.4. pe3epBupoBaHUE FIECKTPONUTAHUS MO cxeMe 1+1;

1.5. kab6enu nuranus C13-C14 nnuHoi HEe MeHee 3 METPOB, Ha KaXKIbIi
OJIOK TTMTAaHUS;

2. Ilpou3BoauTENBHOCTh O00OpY/IOBaHUSL (YCTPOMCTB) B  YCIOBHUSIX
MPOMBIIICHHOW 3KCIUTyaTalluy T0JKHA UMETh:

2.1. mpomycknyto cniocooHocTh Firewall ne menee 15 1'6/c;

2.2. TOpOMYyCKHYIO  CHOCOOHOCTH  CHUCTEMBI  OOHapyXeHHs U
peoTBpaIlleHUs] BTOp)KeHu He meHee 2,5 1'0/c;

2.3. mnpomyckHyto crnocooHocth Threat Prevention (Firewall, cucrema
OoOHapy>KEeHUsI W TPEJOTBpAIllCHUs] BTOpKEeHUHM, Antivirus) (Uil CMEIIaHHOTO
Tpaduka) He meHee 1 ['0/c;

2.4. KOJIWYECTBO HOBBIX MOAKIIIOYEHUM B ceKyHIy — HE MeHee 50 000;

2.5. KOJIW4YECTBO KOHKYpPEHTHBIX ceccu — He meHee 1 500 000;

2.6. TOAAEPKKY HE MEHEE 5 M30JMPOBAHHBIX BUPTYaAIbHBIX YCTPOUCTB
B OJHOM (U3MYECKOM, KOTOphie (DYHKIIMOHUPYIOT KaK HE3aBUCHUMBIE
yCcTpoicTBa. B Ka)K1oM BUPTYallbHOM yCTPOMCTBE HEOOXO0IMMA MOJACPKKa:

2.6.1.pexuma padotsl Router (NAT)/Transparent;

2.6.2.mporokosoB nuHamudeckoi mapupytusauuu (OSPF, BGP);

2.6.3.1pOTOKOJIOB  PE3EPBUPOBAHUSI BUPTYaJIbHOTO MapUIpyTHU3aTOpa
(VRRP);

2.6.4. mapuipyTu3anuu Ha ocHoBe noyiuTHK (ripaBui) (PBR);

2.6.5.acuMMETPUYHOM MapuIpyTU3aIuio (asymmetric routing);

2.6.6.cepsepos ayrentudukanuu (RADIUS, LDAP);

2.6.7. bynkuunonana gokainsHoro DNS-cepBepa;

2.6.8. pexxuMa IpoKCU-CEPBEPA;



2

2.6.9.TeXHOJOTUM TPEJOCTABJICHUS PA3TUYHBIM KilaccaMm Tpaduka
pa3IMYHBIX IPUOPUTETOB B 00CHykuBaHuu (QoS);

2.6.10.texnonoruu SSL VPN u IPsec VPN;

2.7. BCTPOCHHOE JIOKAJIbHOE XPAHWIHINE MJISI COOBITUN (JIOTOB),
npoucxoasamux Ha ycrporictse (HDD/ SSD);

2.8. moanepxkKy mporokoia Syslog;

2.9. ¢yskuuonan obOecneyeHUs: OOHApYyXEHUS U TPEIOTBpaALICHUs
BTOpKEHHI B MH(pOpMaMOHHON cucTteme. Vcnonb3oBaHue ceTeBbIX, U (WJIN)
NOBEJECHYECKUX, U (WJIM) y3JOBBIX CUCTEM OOHAPY>KEHUSI M MPEIOTBPAIICHUS
BTOPKEHUMU;

2.10. BCTpOCHHYIO CUCTEMY aHTUBHUPYCHOTO CKAHUPOBAHUS TpaduKa.

3. cpok JEUCTBUS MTOJTHCOK (JMLIeH3Ui) HEO0OXOAMMBIX
VTSI (GyHKIIMOHUPOBAHUS o0opy1I0BaHUS (mpu 170:¢ HAJTUYHH),
a TaKk)Ke Ha MporpaMMHOE 00ecTriedeHHE, U 3a UCKITIOUeHUEM (ITpaBa) yKa3aHHOTO
B nmyHkTe 4 u myHkTax 2.9.,2.10. HacTosmiel crienudukauu — 6eccpovHo.

4. cpok HEWCTBUS MOANMMCOK (JUUEH3MI) Ha (YHKIHOHAT U CHCTEMY,
yKa3aHHYI0 B myHKTax 2.9.,2.10. Hactosimieit cnerudukanuu — 1 roa (oaus roxn)
C MOMCHTA IHCBMEHHOTO O6paI_HeHI/ISI HOKYHaTeJ'IH B BHAC IIMCbMa Ha aJapccC
[TocraBiiyka, HaPaBICHHOTO He MO3/1Hee 8 (BOCBMHU) MECSIIEB C MOMEHTA IMOCTABKH
obopynoBanus Ha ckian [Tokynarens.

5. mpaBO Ha TEXHUYECKYIO MOAACPKKY OT IPOU3BOAUTENS (Ssupport
contract) — 1 roa.

6. TapanTus Ha 000pyIOBaHHME [IOJDKHA COCTaBIATh HE MEHee 3 JIeT
CO JIHA TOCTaBKM O0OPYJOBaHMUS C BO3MOXHOCTBIO MPOJUIEHHSI A0 5 JeT 1o
UCTEYEHUIO TapaHTUHHOTO CPOKa.

7.  Bble3n cnenuanuctoB mnoctaBiidka OOopynoBaHus (YCTpPOMCTB)
Ha oObekT Ilokymarensi, OCMOTp, JMAarHOCTHKa HEMOJIaI0K/HEUCIIPaBHOCTEN
u(WIM) PpeMOHT, a B Cllyda€ HEBO3MOXXHOCTU WJIH 3KOHOMHUYECKON
HELEJIeCOO0pa3HOCTH PEMOHTA 3aMEHa Ha AHAJOTMYHOE OOOpYIOBaHHUs, IMPHU
HACTYIJICHUM TapaHTUMHOTO Ciydas JIOJDKHBI MPOBOJUTHCS 34  CUET
NIOCTABUIMKA, B TEYEHNH BCETO NEPUOJIA, YKA3aHHOT'O B IIyHKTE 5.

8.  OO6opynoBaHHE IOKHO HWMEThb pPa3pelleHUs] W/WUIU CepTUDUKATHI
COOTBETCTBUSI ~ TexHudyeckoMy  perjameHty  PecnyOmuku — benmapych
«Uudpopmarmonnsie  TexHosoruu.  CpeacrBa  3amuThl  UHGOpPMAIUU.
Nudopmannonnas 6e3onacuocts» (TP 2013/027/BY no CTb 34.101.75-2017
no nynkram 7.2, 7.4, 7.6, 7.8, CTb 34.101.14-2017, CTb 34.101.73-2017
no nyukram 7.2,7.3,7.4,7.5,7.6, CTb 34.101.8-2006 no nynkram 6.5, 6.6, 6.8.),
HEOOXOUMBbIE JUIsl IPUMEHEHUS! B MH(QOPMAIMOHHBIX CHUCTEMaX, OTHECEHHBIX
K Ki1accaMm 3-¢i., 3-1oi1., 3-7cI.



