[Ipunoxenue 1
TexHuueckue TpeOOBaHUS

Obecnieuenue mnOKaabHOM TexHUYecKoM moaaepkku FortiGate 900D
110 OKa3bIBAa€MbIM yCIIyTaM OCYIIECTBIIAETCS Ha CIEAYIONTUX YCIOBUSX:

1. Hanuuue Web-noptan Service desk (nanee — CepBucHslii nentp, LlenTp
texHuueckoit mnonanepxkku, I[ITII) (aBTomaTuueckas perucTpaius 3asBOK,
BBIJICJICHHBIA MEHEKED).

Cnpasouno: Web-nopman  Service desk (Cepsucuwvii  yenmp, Ilenmp
mexHu4eckol noodoepxcku) — cneyuanvroe 110, obecneuusarowee
KOMMYHUKAYUOHHOE — 83aUMOOelcmeue CmopoH Hno  VCIyeadm,
BKIIOYAs, HO HE 02PAHUYUBAACb, OGQOpMIEHUeM  3as60K,

OMCIeHCUBAHUEM COCMOAHUSL GLINOTHEHUS 3ASI80K U BbINOIHEHUEM
opyaux oeticmauti.

2. IlpenocraBienue  JgocTynma K yciayramM  CEpBHUCHOIO  IIEHTpa

Hcniomaurens.

3. I[IpenocraBieHue HOBBIX BEpPCHMl MIPOTrpaMMHOrO OOEcreyeHus,
(mamee — I10) 3aka3umky, B TOM YHCJE IO 3aMpoOCy M COMPOBOXKIEHUE padOT
10 OOHOBJICHUIO.

4. VicnonHuTenb JOJKEH MPEJAOCTaBlIATh 3aKa3uyMKy B aBTOMATHYECKOM
pexumMe oOHoBIeHuUs moanucok st Fortigate 900D u obecnieunBath paboTy Jist
CIEAYIOUIUX y3JI0B U CEPBUCOB:

Application Control Signatures;

Device & OS Identification;

Internet Service Database Definitions;

IPS Definitions;

IPS Engine;

Malicious URLs;

AV Definitions;

AV Engine;

Botnet IPs;

Botnet Domains;

Mobile Malware;

Web Filtering.

5. Ilpuem 3asBok ot 3akazumka corpyaHukamu LTIl B pexume 24x7
no TeneoHy, uepe3 web-mopran MOAACPKKH, HA JJIEKTPOHHYIO MOYTY
WU MECCEHDKED.

6. Hamune y McnionHuTens craxka padbotsl Ha peinke UT yciayr He MeHee
TpeX JIET, HAJIMYUE CHEHHAINCTOB, CBOOOJHO BJIAJICIONIUX PYCCKUM SI3BIKOM,
¥ UMEIOINUX OMBIT PabOTHl C JaHHBIM/AHAJIOTUYHBIM THUIIOM OOOPYJIOBAHHUS.
Hcnonuurenb JOJDKEH HWMETh OMNBIT  OKa3aHUs  aHAJIOTUYHBIX  YCIYT
3a TOCJIENHUE TPU ToJa. 3aKa3uhuK MOXKET JOMOJHUTEIBHO 3alpPOCHUTH



y Ucnonuurens JIOKYMEHTBHI, MOATBEPKIAIOIIIHE MIPOXOXKJCHUE
ABTOPU30BAHHBIX (ABTOPCKHUX) KYpCOB Ha JIaHHBIM TUN OOOpPYJ/IOBaHUS
u/unu cepTU(UKATHI, TMOATBEPKAAONINE COOTBETCTBYIONIYIO KBaTU(DHUKAIIUIO
(e Hmwxke Fortinet NSE 4 — FortiOS 7.0). B cnydae Hanmuyusi JOKYMEHTOB
Ha MHOCTPAHHOM S$I3bIKE, TPEOYETCsl UX MEPEBOJ Ha OJMH U3 TOCYIapCTBEHHBIX
s13b1K0B PecryOuku benapyce.

7. UcnonHUTEND JOJKEH OKa3blBaTh KOHCYJBTALMHU CIIEHHATMCTAM
3aka3uMka C LEJIbI0 Pa3pelieHUs] TEXHUYECKUX MpoOJeM, HaCTPOUKH,
oOHOBJIeHU U oOciyxxuBanusi obopynoBanusi u I1O FortiGate (mpobGiemsl,
OTHOCSIIIMECS] K (PYHKIIMOHUPOBAHUIO, OHKCIUTyaTalldd U KOH(MUTypaluu
000pyAOBaHUs, a TAKXKE K TOUCKY U YCTPAHEHHUIO B HEM HEUCIIPABHOCTEN ).

8. UcnosiHuTENb JTOMKEH MMETh BO3MOXHOCTH IMPOBEICHUS YJIAJICHHOU
JUArHOCTUKM W aHajdu3a HEUCIPABHOCTEW B paboTe MOIJAEPKUBAEMOTO
obopynoBanus u I10 FortiGate (1o npeaBapuTebHOMY COTJIACOBAHUIO CXEMBI
MOJIKJTFOUCHHUS ).

9. Cnenmanuct McnonHuTens, OKa3bIBAOIINUNA yCIIyrd 3aka3uuky, 00s3aH
UMETh 00Illee MpeACTaBlIeHHE 000 BCEX BOIMPOCAX, HMMEIOIIUX OTHOIIECHUE
K MPEIOCTABJICHUIO YCIYT U OTBEYATh 3a KaU€CTBO UX OKa3aHUSI.

10. Ilepconan Hcnonmuutenss JODKEH OBITh OCBEJOMIICH O THIIE
obopynoBanus, [10, ucrnonaszyemoro 3akazuynkom.

11. UcnionHuTenbs JAOMHKEH OpraHu3oBaTh pabOTy BTOPOM  JIMHUM
texHudyeckoil momnepxkku ¢ 09:00 mo 18:00, ¢ moHenenbHUKA MO MATHUILY
(32 UCKJTIOUEHHEM BBIXOHBIX, MTPA3AHUYHBIX THEH).

12. UcniosiHUTENIHh MOKET UMETh BO3MOXHOCTb MPEJOCTaBUTh YCIYTH
M0 MOJKIIOYEHUIO MEXKCETEBBIX AKPAHOB K CEpPBEPY JIUHAMUYECKUX CIHCKOB
BPEIOHOCHBIX PECYPCOB JJIsl MCIOJIb30BAHUSI MX B MOJHUTHKAX O€30MaCHOCTH
MEKCETEBbIX HKPAHOB, B pPAaMKaX KOTOPOTO OOECIEUUTh CEPBHUC XPAHEHUS
U yOpaBJCHUS JUHAMUYECKHMH CIUCKAMU PECYPCOB C MOIAEPKKON CIHCKOB
CHEAYIOLIUX TUIIOB:

[P-agpeca u nioncerwy;

JIOMEHBI;

URL-anpeca;

HASH-cymMmBi.

JIisi monmydeHHs] CHHUCKOB, OOECTIEYHTHh TOJKIIOYCHHE O00pYI0BaHUS
3aka3zuuka K cepBepy VcromHuTens Mo BBLACIEHHOMY JOMEHY (IIOMEHHOMY
MMEHHU) C UCIOJIb30BAHUEM MPOTOKOIIa https.

13. UcnosiauTeNnh JOKEH HMMETh TECTOBBIM CTEHJ C aHaJOTHYHBIM
WU CXOXXUM HaOOpOM 000pyJI0BaHMS 3aKa3uMKa JJisl MPOBEPKU HOBBIX BEPCUI
I[IO wu npennaraeMblx U3MEHEHMM KOH(MUTypalluM Ha CTEHAE Mepea
UX IPUMEHEHUEM y 3aKa3uuKa.

14. UcttionHuTEe1H JOJIKCH He3aMeQJIMTEIbHO YBEJIOMJIATH
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00 OOHApYKEHUHM KPUTUUECKUX YSI3BUMOCTEH U Je(DEKTOB, UMETh BO3MOXXHOCTb
IIPEIOCTABIATh 3aKa3UWKy OTYET MO M3BECTHBIM YSI3BHUMOCTSIM U AcheKTam
B Tekymux Bepcusix [IO 3aka3zunka, a Takke PEKOMEHJAIMU IO BEPCHUSM,
YCTPaHSIOUIUM [EPEUYNCICHHBIE HEAOCTATKH.

15. UcnonauTens TOMKEH UMETh BO3MOXKHOCTD PETYJISIPHO, pa3 B MecHIl,
NPEAOCTABIATh 3aKa34YMKy B MHCHBMEHHOM BHJIE TMOCPEICTBOM 3JIEKTPOHHOU
MOYTHI OTYET MO OOpAICHUSIM.

16. cniomHUATENH, MOYKET UMETH BO3MOKHOCTH 00€CHEYUTH ITOAMEHHBIM
000pyJ0BaHUEM, B CIy4dae BbIXO/a U3 CTPOsi 000pyAoBaHUs 3akazurKa (yCI0BUs
MOCTaBKHU MOJIMEHHOTO 000PYA0BAaHUSI OTOBAPUBAIOTCSI OTACIBHO).

17. Bpems Oka3aHHs yCIyI CUMTACTCS CO BPEMEHU PETMCTPALIMU 3asiBKU
110 €€ TIOJIHOTO 3aKPBITHS.

Oka3zaHue yCIyr OCYLIECTBIISIETCS B COOTBETCTBUU C NapaMeTpaMy,

yKa3aHHbIMH B Ta0muie Nel.
Tao0smumma Ne 1

[TeprognunoCTh
Bpems [IponomKUTENBHOCTD
[Tpuoputet MH(OPMHUPOBAHUS 3aKa3UUKA
peakuuu penieHust mpoOIEeMBbI
0 X0JI¢ pelIeHUs MPOOIeMbl
[Tpuopwurer 1.
PHOp <30 muH He Oosiee 6 yacoB™ 1 pa3 B yac
Kputnuno
[Ipuopurer 2.
pHop <1 yaca He 6osee 12 gacoB 1 pa3 B 3 yaca
CpouHo
[Ipuopurer 3. |[< 4 paboumx [He Oonee 3 paboumx |10 3amMpocy 3akazuuka
HexputnuHo |yacoB JHEH 1 110 (pakTy perieHus mpoodIeMbI
[Ipuopuret 4. | Caenyromuit
N HE YUYUTHIBACTCA T10 3aIpocy 3aKa3zuukKa
Koncynpranus | pabouuit 1eHb

*Bpemsi KOppeKTUPYETCs TI0 UTOraM BBIOOPA MCHIOTHUTENS YCIYTH, COTJIACHO
IIPEAJIOKEHUSAM YUYACTHHUKOB.

OrieHka nMpuopuTETa OCYIIECTBIISIETCS COTyIacHO Tabuie Ne 2.

Ta6muma Ne 2

IIpuopurer Onucanune

Kputnuno COoil HemocpeACTBEHHO BIHUSET Ha pabdOTy KOMIAHUM M HECET
HKOHOMHUYECKHE NOTEPH U1 KOMIAHUH

CpouHo COoii HEmoCpeACTBEHHO BIMSIET HA Pa0OTYy KOMIAHUHU W/WUIH MOKET

MPUBECTH K IKOHOMUYECKUM U PEMyTallMOHHBIM PUCKAM.
Hekputnuno/Konc | Cool, KOTOpHIH BiMsieT HA padOTy KOMITAHMM, HO HE BIHUSAET HA
YIIbTAIUS YKOHOMHUYECKHE WIIH Py TAIIHOHHBIC PUCKH.

18. B cnydae aBapuiiHOW cuTyauuu co cTtaTtycoMm «KpuTHYHO»
HcnoanuTens 101KEH UMETh BO3MOKHOCTh B HEpabodee BpeMsi OKa3aTh yCIyru
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3aka3uuky no TeiepoHy, Ha PYCCKOM SI3bIKE W/WIIM HA MECTE€ YCTaHOBKHU
000py1I0BaHUSI.

19. Ucnonnutens  JOJDKEH  HUMETh  BO3MOXKHOCTh  MOJJACPKUBATH
B pabOTOCIOCOOHOM COCTOSSHUM HMHGPACTPYKTYpy 3aka3uuka, YKa3aHHYIO
B TaOsmme Ne 3.

TabOmnuia Ne 3

[IponsBonurens HanmenoBanue Kon-Bo

Fortinet Y CTpoiCTBO MEXKCETEBOr0 SKPAHUPOBAHUS 2
FortiGate-900D (B konurypanuu
pacnpeeeHHOro KjlacTepa BbICOKOM
JIOCTYITHOCTH)

20.ITlo 3ampocy MHcnonnurens, 3aka3yuk MOXKET MPEIOCTABUTH
JOTOJHUTEIBHYI0 ~ JTUAarHOCTUYECKYI0 HMHQOpMaLMIO JUIsl  JIOKAJIM3alUU
HEUCHPABHOCTH WJIM MPUYUH HEKOPPEKTHOM paboThl o00opynoBanus/I10,
Mo  pe3yiabTaraM  oOpaOOTKHM  KOTOpoHM, McmonmHuTens  HampaBisieT
Ha D3JIEKTPOHHYIO MOYTYy 3aKa3uhKa TEXHUYECKOE 3aKJIIOUEHHE O XapaKTepe
HEHUCTIPABHOCTH.

21. Ilpu HeucnpaBHOCTH OOOPY/I0BaHUS, BBI3BAaHHOW OIIMOKOM B paboTe
ITO, Hcnonnutens o0s3aH MPEIOCTABUTh 3aka3duuky HOBYI Bepcuio I10
(mo Mepe BbIIlyCKa MPOU3BOJUTEIEM), YCTPAHSIOIIYI0 JAaHHYIO OLIMOKY WM
PEUIOKUTH 3aKa34YMKy PEKOMEHAIIUU 10 BPEMEHHOMY YCTPAHEHUIO OIITUOKH.

22.1lpu He mpenoctaBieHuu HcnomHurtenem 3aka3zuuKy UHpoOpManuu
0 XOJIe pelIeHHs POoOJIEMbl B TeUEHHE Meproaa, YKa3zaHHOro B Tadmmie Ne 1,
3asiBKa CYUTAETCS] HE BBHIMTOJTHEHHOM.



