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Texnuveckue TpedGoBaHMs

Cucrema 0JDKHA BKITIOYATh B C€0s CIICTYIOIINE TTOICUCTEMBI 1 KOMIIOHEHTHI:

nojacucreMa cbopa U 00pabOTKM CcOObITUH WH(POpPMAIMOHHOW O€30MacHOCTH
(SIEM);

noJjicucTeMa coopa M aHalin3a MHIUKaTOpoB KoMmmpomeTaruu u kubepyrpo3 (Threat
Intelligence Platform);

KOMITOHEHT TMHAMHYECKOTO aHaJIn3a BPeIOHOCHBIX ¢aiiioB (Sandbox).

JluuensupoBanue  MIATPOPMBI  JTOJBKHO o0ecrieunBaTb  BO3MOXHOCTH
HCIIOJIb30BaHUs €€ C LIEJIbI0 OKa3aHUs YCIyT Ha KOMMEPUYECKO OCHOBE.

Cpok AelCcTBUS JIMIEH3UW C MPENOCTABICHUEM TEXHUYECKOW MOAACpXKKH — 24
(1BaAIaTh YETHIPE) MECsIIA.

Tpebosanusa, npeovasnsiemvle K noocucmeme coopa u odpadomku coovimuil
uHgopmayuonnoil 6e3onacnocmu

[logcucrema nomKHAa HMETh cepTU(UKAT COOTBETCTBHUS TpeOoBaHusM TP
2013/027/BY, CTb 34.101.74-2017 (myskT 7.3.).

Tpebosanue k 0bopyoosanuro

KoMITOHEHTHI TOICHCTEMBI TOJKHBI TTOI/IEPKUBATH YCTAHOBKY KaK Ha (PM3UYECKUX,
TaK ¥ Ha BUPTyaJIbHBIX MalllMHAX.

OCHOBHBIE KOMITOHEHTHI (MOJYJIA, OTBEYAIOLIUE 32 COOp COOBITUI, KOPPEISIIMIO,
XpaHeHue COOBITUI) NOKHBI MOJACPKUBATh YCTAHOBKY Ha OMEPAlMOHHBIX CHUCTEMax
cemericTBa Linux:

Astra Linux Special Edition 1.7 u BbI1e;

Oracle Linux Bepcuu 8.4 u BbilleE;

Debian Bepcmit 10.3 - 10.13.

[logcucrema gomkHa  oOecrieuMBaTh  BBICOKYIO — IPOU3BOJUTENBHOCTH U
MOJIep)KUBATh TIpUeM U 00paboTKy motoka B pazmepe oT 10 000 coObITHI B CEKyHIY
(EPS).

Tpeoosanusa k apxumeKkmype noOCUCMEMbl

[Toncucrema nomKHA  MOONJAEPAKUBATH TOPU3OHTAJIBLHOE  MAacCIITaOMpPOBAaHUE
KJIFOUEBBIX €€ KOMIIOHEHTOB: KOJUIEKTOPA, KOPPESATOpa U XPAaHWIIUILA COOBITHIA.

KoMIoHEeHTBI TOACHCTEMBI JOKHBI TOAAEPKUBATh YCTAHOBKY B paclpeacIEHHbIX
Y U30JIMPOBAHHBIX CETAX 0€3 HEOOXOAMMOCTH J0CTYyIa K ceTu MHTepHeT.

[Toacucrema nomkHa obecneyrBaTh HEHTPAIM30BAHHOE YIIPABIEHUE MTOCPEICTBOM
Be0-KOHCOJIM 0€3 yCTaHOBKHU JonoiHUTEeNbHOTO [10 Ha APM anMuHucTpaTopa.

[loxgcucrema nOMKHA TMOAIEPKUBATH pPaA3LEICHUE PECYpCOB U CEPBHUCOB Ha
JIOTUYECKUE CYIIHOCTH («TEHAHTBI»), MO3BOJISISI B paMKaxXx €IMHOW HMHCTALISLIUN
IIPEIOCTABIATh  BO3MOXKHOCTH  pasrpaHAYCHUsl IIpaB  JOCTyIla  I0JIb30BaTesen
MOJICUCTEMBbl K COOBITHSIM, WMHIIMJICHTAM, MpPaBHJIaM KOPPEJSAIUU, HOpMaIU3alluu, a
TaKXe OIPEICIICHHBIM HACTPOUKAM NOJACUCTEMBI.



[loncucrema  nmommkHa  obecreyuBaTh  BO3MOXKHOCTH — LEHTPAJIM30BAHHOTO
OOHOBJIEHHS KOHQUTYpallud WIM Tepe3almycka KOMIIOHEHTOB, B TOM YHCJE
npunyautenabHoro. Iloacuctema nomKHA MOAAEPKUBATH BO3MOXKHOCTH JOOABICHHUS
CTOPOHHUX KOMIIOHEHTOB B mpouecc o0pabotku coObituil. Iloacucrema noimkHa
o0ecreuynBaTh pPeKUM PAOOTHI OTKA30yCTOMYMBOIO KjacTepa g BCEX OCHOBHBIX
KOMITOHEHTOB € «ropssuum» nepekntouenrem (High Availability).

[Toncucrema nomkHA MNOAAEPKUBATH PAOOTY C HECKOJbKMMHU HE3aBUCUMbBIMU
KJIacTEpaMu XpaHWINILA COOBITHI [JIi BO3MOXXHOCTHM OpraHu3aldd THOKUX CXEeM
reorpaUueCcKu pacrpeieaeHHbIX MOACUCTEM.

ApxuTekTypa peueHus: JoJKHa oOecredrBaTh BO3MOXHOCTh pPa3BEPTHIBAHUS B
reorpaduuecku pacrpeeaeHHon HHPpacTpyKType.

[Toxcucrema noKHA TOAACPKUBATH MOUCK MO COOBITUSAM B yJIaIEHHBIX Opucax u3
LEHTPAIBHOIO y3J1a TIOJICHCTEMBI.

Tpeoosanus Kk coopy, ananusy u XpaneHuio codovblmuil

[loncucrema nomkHa oOecneuynMBaTh KaK AKTUBHBIM, TaK W MACCUBHBIN cOOp
COOBITUI C HICTOYHUKOB JTAHHBIX.

[Toncucrema nomKHA OCYIIECTBISATh TMOUCK (MHBEHTApPU3AIMIO) aKTHUBOB WIH
NOJIEP>KUBATh UMIIOPT AKTUBOB U3 CTOPOHHUX UCTOYHUKOB.

[loncucrema nomKkHA NOMAEPKUBATH BO3MOMKHOCTH COXPAHEHHUS HCXOJIHOIO
COOBITHSI.

IToxcucrema nomKHA NOAAEPKUBATH BOZMOXKHOCTB JOOABIEHMS TI0JIb30BaTEIbCKUX
TUIIOB HMCTOYHMKOB COOBITUH U COOTBETCTBYIOIEH HACTpPOMKM MpaBuil pazbopa u
HOPMaJIU3ALMH.

[Toncucrema nomxkHa obecrednBaTh CO3aHUE OJIB30BaTEIbCKUX HOPMAIU3aTOPOB
Ha OCHOBE MOJIEP)KUBAEMbIX (POPMATOB U MPOTOKOJIOB cOOpa JaHHBIX.

[loncucrema nomikHa oOecnedynBaTh BO3MOKHOCTH MOHHUTOPUHIA MOCTYIUICHUS
COOBITUI OT HMCTOYHHUKOB C OTCIIEKMBAHMEM KOJIMYECTBA COOBITUM B YKa3aHHBIN
IPOMEKYTOK BPEMEHHM M aBTOMATHYECKUM OMNOBEIICHHUEM Ha 3JIEKTPOHHYIO MOYTY B
Clydae OTKJOHEHMS OT 3aJaHHbIX I[1apaMETPOB MOHMTOPHHIA [UI KaXJAOro U3
UCTOYHUKOB B YaCTHOCTH.

[Toncucrema AOMKHA MOAAEPKUBATH HMIOPT/IKCIOPT KOHTEHTA M PECYPCOB:
IIPaBUJI KOPPEJSILUHU, TApCEPOB, KOHHEKTOPOB H T.I.

Tpebosanusa k pynkyuam obozauienus coovimuil

[Toacucrema nomikHa MOAJEPKUBATH oboramieHue coObITHil ¢ momoiibio Threat
Intelligence (cBegeHuss 00 WHAMKATOpPaX KOMIIPOMETAIIMM M COOTBETCTBYIOIIEM
KoHTekcTe: xomm ¢aiino, URL-anapeca, saemane [P-anpeca), DNS, ciy»x6a karamoros
Active Directory, reojaHHBIE.

Tpeboeanusa K pynkyuam Koppenayuu coovimuil, padoomsl ¢ UHUUOECHMAMU



IToncucrema poikHA OOCCIIEUMBATHL ITOTOKOBYIO KOPPEISAIHS COOBITHH IS
BBISIBJICHUSI MHITUJIECHTOB M coObITHi Vb Ha OCHOBE mIpaBWiI KOPPEISAIMH B PEKUME
OJIN3KOM K PEKUMY peaIbHOTO BPEMEHH.

[Toncucrema noMKHA MOCTABIATHCS C HAOOPOM MPEAYyCTAHOBJIEHHBIX IMPABUII
KOPPEJISIIIUU, CO3/JaHHBIX HAa OCHOBE MCCJICIOBAaHUMN aKTyaJbHbBIX YIPO3 U CLIOCOOOB aTak,
pa3paborannbix Ha 0aze matpuuibl MITRE ATTACK.

[Toacucrema nosmkHa 0OecrieunBaTh BO3MOXKHOCTh MHOTOYPOBHEBOM KOPPEIISIIMU C
nepegadyeil pe3yibTaToB padbOThl OAHOTO TpaBUJia KOPPEISIUM HAa BXOJ JPYTUM
MpaBuIaM KOPPEIISIIIUH.

[Toncucrema nomxkHa OOECIeYMBATH BO3MOXKHOCTH HMCIIOJIB30BaHHUS B IpaBUiIaX
oborareHus ¥ KOppessiuy TaOJIMYHBIX CITUCKOB.

[Toncucrema fgoJDKHA TMOJJECPKUBATH BO3MOXKHOCTH TECTHUPOBAHUS  IPABUI
KOppEJSAIMY Ha HCTOPUYECKUX JTaHHBIX.

[Toxcucrema 10mKHA UMETH BO3MOKHOCTD ITPUOPUTHU3ALIMH BBIABICHHBIX yrpo3 b
KaK C y4€TOM YPOBHSI KPUTUYHOCTH MPaBUJIa KOPPEISALHNH, TAK U C YU€TOM KPUTUYHOCTH
Y KOJIMYECTBA 3aTPOHYTHIX HH(DOPMALIMOHHBIX AKTHUBOB.

IToncucrema JIOJKHA MOJJEPKNBATH aBTOMATHYECKOE 00BbeTUHEHHE
CKOPPEJMPOBAHHBIX COOBITHH, SBISIONIUXCS PE3yJIbTaTOM PabOTHl OJHOTO M TOTO K€
paBUiia KOPPESIUU, B KAPTOUKY UHIUJICHTA.

[Toncucrema nomkHa oOecrneuyrBaTh yIpaBiI€HUE KapTOUyKaMU WHIIMJICHTOB,
BKJIFOYAs: py4HOE J00aBJICHUE WM yJaJICHHE KapTOYKU HUHIIUACHTA, WM U3MEHEHUE
JAQHHBIX KapTOYKH; BO3MOXXHOCTh BPYYHYIO CBSI3aTh HHIIMACHT C COOBITUSIMHU H
aKTUBAMH, BO3MOXKHOCTb CO3JlaHHMSA 3ajad JJId II0JIb30BaTejeii IMOJCHUCTEMBI IO
paccieoBaHui0, COOpYy JI0Ka3aTelbCTB W BOCCTaHOBJIEHHIO PabOTOCIIOCOOHOCTH
UH()OPMAIIMOHHOM CHCTEM; BO3MOKHOCTh COXPaHEHHUS IMTPOBEICHHBIX MEPOIIPUATHHA U X
KOMMEHTHUPOBAHHE; XPAaHEHNE UCTOPUU U3MEHEHUN KapTOUYKH UHITM/ICHTA U BBITIOJTHECHUS
ITOCTABJICHHBIX 3a/a4.

[Togcucrema momkHa OOECMEYMBATH TOMICPKKY MEXaHU3MOB (UIBTpAIMN U
copTupoBKM wuHIUIEHTOB. [loacucrema nomkHa oOecrneuynBaTh aBTOMATHYECKYIO
aCCOIMAIMIO aKTUBOB C COOBITUSIMH W/WJIM UHIIUACHTAMHU.

Tpebosanus Kk ynpagsieHuro ceéedeHuaMu 00 aKkmueax

[Toncucrema pomKHA TOIACPKHUBATH CO3/JaHUE TOJIB30BATEIILCKUX  TPYIII
(KaTeropuii) aKkTHBOB.

[Toacucrema nomkHa oOecreyrBaTh BO3MOXXHOCTh PYYHOM W aBTOMATHYECKOU
KaTeropusaliii akTHBOB Ha OCHOBE OJTHOTO WJIM KOMOMHAIIMK MPU3HAKOB.

[Ipn 3amaHumM yCclOBUMKM aBTOMAaTHUYECKOM KaTerOpU3alMU aKTUBOB IOJCUCTEMA
JIOJIKHA 00eCIeYMBaTh BOZMOKHOCTh TECTUPOBAHUS 33/IaHHBIX YCIIOBHI 110 UMEIOIIEHCS
6a3e nHOOPMAITMOHHBIX AKTUBOB.

[Toncucrema pofkHAa MOAJAEPKUBATh BO3MOKHOCTH TIOHMCKAa IO aKTUBaM,
COXpPAaHEHHBIX BO BCTPOCHHOMU 0a3e TaHHBIX.
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Tpeboeanusa k hynkuyuam pabomeol ¢ UHUUOEHMAMU

[Togcucrema pomkHA OOECIEYUTh ABTOMATHYECKOE (HOPMHUPOBAHHE KaPTOUYEK
WHITUCHTOB 110 PE3yJIbTaTaM CpadaThIBAaHUS TIPABUIT KOPPEIISIIHH.

B mnoacucreme nomkHa OBITh peaan30BaHa BO3MOYKHOCTb PYYHOW MPHUBS3KU
JOTIOJTHUTENBHONU MH(POPMAITNY K MHIIICHTY — I10 TI0JIb30BaTEIISIM, aKTUBaM, COOBITHSIM
KOPPETAINN ¢ BOBMOXXHOCTH KJIACCH(UKAIIMK WHITHICHTA.

Tpeboeanusa k suzyanuzayuu u OMmuémHocmu

[Toncucrema noKHA TPEAOCTABIISITH MHCTPYMEHTBI BU3YIIM3AIIMU U OTYETHOCTH.

[Toncucrema 1omKHA MOCTABIATHCS € TIPEyCTaHOBIECHHBIM HA00pOM I'paduuecKuX
MMaHeJIeH U OTYETOB.

[Toxcucrema no0KHA MOAACPKUBATH BO3MOXKHOCTh CO3/IaHUS IMOJIb30BATEIBCKUX
JAImoopI0B 1 MIA0JIOHOB OTYETOB.

IToncucrema mopkHA OOECIIEYMBATH BO3MOXKHOCTH (POPMHPOBAHHUS OTYETOB M3
COCTaBa MMEIONINUXCS Ma0JIOHOB.

[Toncucrema nomxHa o6ecrieYMBaTh MOCTPOECHHUE OTYETOB MO MHIIUICHTAM.

[Toncucrema nomxHa obecrieYMBaTh BO3MOXKHOCTh OTIIPABKU OTYETOB IO MOYTE.

[Toncucrema noJKHA TOAJNEPKUBATH PACCBUIKY OTYETOB IO HACTPAMBAEMOMY
pacnucaHuio.

Tpebosanus K MOHUMOPUHZY RPOU3BOOUMEILHOCU

[lomcucrema  momxkHa ~ oOecreymBaTh  cOOp W XpaHEHHE  METPHK
IIPOU3BOJUTEIFHOCTA BCEX KOMITOHEHTOB MOJICHCTEMBI.

MeTpukd TPOU3BOAMTENHLHOCTH  JIOJDKHBI  OTOOpaxaThCsi B rpaduyuecKoM
uHTEpPEiice MOICUCTEMBI.

[Toacuctema nobKHA TOAEPKUBAThH Tepeady METPUK MPOU3BOAUTEILHOCTH BO
BHEIITHUE CUCTEMbI MOHUTOPHHTA.

Tpebosanusa k dezonacnocmu

[Toncucrema nomkHa oOecreunBaTh pa3rpaHUUYEHUE MPaB J0CTyna K (yHKIIMOHATY
Ha OCHOBE POJICBOM MOJIEIIH.

[Toacucrema noJKHA PErUCTPUPOBATH COOBITUSI IOCTYINA M 3HAYUMbBIX U3MEHEHUMN
KOH(UTYpaLIUH.

[logcucrema pomKHA NONJAEPKUBATh AyTEHTU(PUKALMIO W aBTOPU3ALUIO C
UCIIOJIb30BAaHUEM CJIEIYIOIINX MEXAHU3MOB:

JoKanbHas 6a3a yu4ETHBIX JaHHBIM (I10 JIOTHHY-I1apOJI0) MOJIh30BaTENEH;

Active Directory.

[Toacuctema n0KHA UMETh BCTPOSCHHBIE MEXaHU3MBI IPOTUBOICUCTBUS MOIBITKAM
1o100pa mapoJis.

Tpeoosanusa, npedvasnaemvle K noocucmeme coopa u anHaiuza UHOUKAMOPOE
Komnpomemayuu u Kuoepyzpo3

[loacucrema nomkHa obecrieunBaTh JOCTYN IMOJIb30BaTENEH yepe3 rpapuyeckuid
BeO-uHTEepPeiic (nayee TakxKe — MOIb30BATEILCKUN HHTEPDEIC).



JlomkHa oOecreunBaThCsl peau3alusi pojieBOMl MOJAENU YIpaBICHUS JOCTYIOM
MOJIb30BaTENEH K (PYyHKIHAM MOJICUCTEMBI.

JomxHa oOecreuynBaThbCs BO3MOKHOCTh CO3JAaHUS JIOKAJIIBHBIX YYETHBIX 3aIluCcCen
10JIb30BaTeNel B HHTEp(eice MOACUCTEMBI.

JomxHa oOecreynBaTbCs BO3MOMKHOCTH IPOCMOTpa Y€pe3 IMOJIb30BATENbCKUN
UHTEPPENC MHANKATOPOB KOMIIPOMETAIUH.

JomxHa obOecrnieunBaThbCsi BOBMOXKHOCTh 3a/laHUsl YPOBHSI JIOBEPUS K UCTOUYHHUKY
uH(popmalu o0 yrpo3ax yepes Mmojib30BaTeIbCKU HHTEp(ENC.

[Toncucrema AOJKHA NOAAEPKUBATH BO3MOKHOCTH IOJYYEHHS] WHIUKATOPOB
KOMIIPOMETAILMU U3 PA3JINYHBIX UCTOYHUKOB.

[Toacucrema pomkHa oOecreyuBaTh BO3MOXKHOCTH JOOABIATh M MPOCMATPUBATH
UCTOYHUKH HHPOpMAIMK 00 yrpo3ax 4epe3 MoJb30BaTeNIbCKUil HHTepdeiic.

Jomxken npenoctaBnarbcsi APl gnsi 3arpy3ku B NOACUCTEMY HWHIMKATOPOB
KOMITPOMETALIMH.

[Toncucrema momxHa oOecreyrBaTh BOZMOXKHOCTh aBTOMATHUYECKOT0 00OTralieHus
NOCTYIAOIINUX B HEE UHAMKATOPOB KOMIIPOMETALUH.

[Toacucrema noikHa oOecnedrBaTh BO3MOXKHOCTh oOoramieHus MHGOpMaluu B
COCTaBE UHAMKATOPOB KOMIIPOMETAIIUY MOJIb30BATENISIMU MOJCUCTEMBI.

[Toncucrema pomkHa oOecrneurnBaTh BO3MOMXHOCTh HCIIOJIB30BAHUS MPABHII
oOoraileHus, CO3JaHHbIX MOJIb30BATEISIMHU.

JlomxHO 0OecnieurBaThCS XPaHEHHUE U SKCIIOPT HACTPOEK MOACUCTEMBI.

[Toacucrema nomxHa obecrieurBaTh BO3MOXKHOCTh CO3/IaHUS U BBITPY3KH Ha0OPOB
WHJIMKAaTOPOB KOMIIPOMETAIMU, MPEAHA3HAYEHHBIX [JI1 HKCIOpPTa B CMEXHBIE H
CTOPOHHUE CUCTEMBI (Jjasiee Takke — (UI0B).

[Toncucrema nomkHa obecneunBaTh BOZMOKHOCTh HACTPOUKH co3/1aHust (PUIOB:

— MEPUOIUYHOCTh aBTOMATUYECKOTO CO3/IaHus GUIOB;

— KPUTEPHH TOTIAJJaHUsI MHIUKATOPOB KOMIIPOMETAITUU B (DU

— r1yOuHa BBIOOPKU MHAMKATOPOB KOMIIPOMETALIUH JJIsl IOTIaJaHus B (DU

[Toacucrema nomkHa oOecneyrBaTh BO3MOXHOCTh BBITPY3KH (ailiioB (pumoB B
dbopmatax STIX 2.0 u JSON.

[Toncucrema nomxHa oOecreynBaTh BOBMOXKHOCTD BBITPY3KH (paitnoB ¢huaoB uepes
API.

B KkoMIuiekTe MOCTaBKM MOACHCTEMBl JODKHBI OBbITh (UABL, COJAEpXKallue
uH(pOpMAIIMI0O O BPEIOHOCHBIX XelI-JaHHbIX, JaHHble 00 IP-penmyrauuu, naHHbIe
¢ummaroBeix URLangpecoB, B T.4 pelieBaHTHBIX OEIOPYCCKOMY CETMEHTY Ti100anbHON
cetu HTepHET (KOMMEPYECKHE BEPCUN).

Tpeooeanus, npeovasnaemvie K KOMNOHEHmMY OUHAMUYECKO20 QHAIU3A
8Pe0OHOCHBIX (haiinoe

KommoneHT pomkeH wuMeTh cepTU(UKAT COOTBETCTBHUS TpeOoBaHusM TP
2013/027/BY.

KoMIIOHEHT [omkeH NOAAEpKUBATH CIECAYIOLUIAE ONEPALMOHHBIE CHUCTEMbI JJIsS
aHanu3a ¢aioB B U30JIMPOBAHHON cpelie:



CentOS;

Microsoft Windows 7 x64/x86;

Microsoft Windows 10 x64;

KoMmoHeHT nomkeH moaaepKuBaTh KAaCTOMH3AIMI0 O00pa3oB  OMEPAIMOHHBIX
CUCTEM JJI pa3BOpaYMBaHUs B U30JUPOBAHHON Cpejie.

KoMIToHeHT Jo/mKeH aBTOMATHYECKA MacIITaOMpOBaTh KOJWYECTBO BUPTYATbHBIX
MaluH Ui aHanu3a (aiyloB B 3aBUCUMOCTH OT BBIJICJICHHBIX PECYpPCOB Ha JTare
pa3BepTHIBAHMUS.

KoMmoHeHT nokeH aHalM3upoBaTh HAa OCHOBE 3a/JaHHBIX MPaBUJI TMOBEICHUS
clenyrolme AeHCTBUA: co3lanue (ailyioB; 3amycK MPOLIECCOB; BBHIMOTHEHUE MHTEPHET-
3aMpoOCOB; U3BMEHEHHS B CUCTEMHOM pPEecTpe.

KoMrmoHeHT 10kKeH UMEeTh BO3MOKHOCTh PYYHOM 3arpy3Kku 00bEKTOB Ha ITPOBEPKY
yepe3 BeO-uHTEpdEiic.

KommoneHT mommkeH BbicTpamBaTh rpad TMOBeAeHUS 00pas3ioB (aiiioB B
M30JIMPOBAHHOMN CpeJie MOCie MPOBEACHUS MOBEICHYECKOTO aHAIN3a U OTOOPaKaTh €ro
B TpaduueckoM uHTepdeiice.

KommoneHT nomkeH obecrieunBaTh 3allyCK W aHAJIN3 TIOBEICHUS B U30JIMPOBAHHON
cpenae ¢ainoB ciaeayronux GopMaToB:

PE (ucnonusemsie);

ckpuntsl (vbs, bat, ps);

Microsoft Office (rtf, doc/docx, xIs/xlsx, ppt/pptx);

Adobe Acrobat (pdf);

apXuBHl (rar, 7z, zip).

KoMrmoHeHT noKeH yMeTh HU3BJIEKaTh (aiibl M3 apXuBOB, B TOM YHCIE,
3alMIIEHHBIX MaposieM (TIPHU €ero HaJTu4dun).

KoMmnoHeHT 1omKeH MMETh BCTPOCHHBIM MexaHm3M AntiEvasion miis 3ammuThl OT
TEXHUK 00X0/1a TIECOYHMII.

KoMmoHneHT A0mKeH HMMETh BO3MOXKHOCTh JOCTyna K cetn WHTepHeT mis
IpoBeIeHUs 00Jiee TTyOOKOTO aHaIM3a TIOBEACHHS aHATU3UPYEMBIX OOBEKTOB.

KomMmoneHT momkeH oOecrneunBaTh BO3MOXKHOCTh BBITPY3KH aHAIH3UPYEMOTO
KOHTEKCTA:

KOIUSI CETEBOT0 Tpaduka;

co3/laHHbIe apTe(aKThl/COMILIBI (HAMIIOB;

JIOT aKTUBHOCTU 0OBEKTA B U30JIMPOBAHHOM CpEJIE.



